
 

 

 
 

 

EEAS PRIVACY STATEMENT  -  DATA PROTECTION NOTICE 
FOR THE PURPOSE OF 

 

PROCESSING PERSONAL DATA RELATED TO PREPARATION, FOLLOW-UP AND REVIEW OF THE 
RESTRICTIVE MEASURES (SANCTIONS) PROCEDURES BY THE EEAS 

 

1. INTRODUCTION 
 

The protection of your personal data and privacy is of great importance to the European External Action Service (EEAS), including 

the Delegations of the European Union. You have the right under EU law to be informed when your personal data is processed 

[e.g. collected, used, stored] as well as about the purposes and details of that processing.  

When handling personal data, we respect the principles of the Charter of Fundamental Rights of the European Union, and in 

particular Article 8 on data protection. Your personal data are processed in accordance with Regulation (EU) 2018/1725 on the 

protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and 

agencies and on the free movement of such data, aligned with Regulation (EU) 2016/679, the General Data Protection Regulation. 

In this privacy statement you find information about how the EEAS and EU Delegations process your personal data and what 

rights you have as a data subject. 

 

2. PURPOSE OF DATA PROCESSING: Why do we process your data? 
 

The purpose of the present processing activity is to prepare, follow-up on and review legal instruments related to restrictive 

measures against natural or legal persons, entities, bodies or groups (hereinafter ‘persons or entities’ unless otherwise specified). 

In this context, data are collected and retained by the EEAS for the following purposes: 

 To prepare the proposal by the High Representative of the Union for Foreign Affairs and Security Policy (HR) for 

Council Decisions and, where applicable, Council Implementing Regulations, as well as the joint proposals by the HR 

and the Commission for the Council Regulations, for all EU sanctions regimes, including EU autonomous regimes, 

regimes implementing sanctions adopted by the United Nations (UN), and so-called "mixed" EU/UN regimes (including 

both EU autonomous sanctions and implementation of UN sanctions), which impose a travel ban and/or an asset freeze 

on natural persons, legal persons, entities, bodies or groups for the specific reasons set out in the statement of reasons 

in the relevant legal act(s). 

 To reply to correspondence addressed to the EEAS - or assist the Council of the European Union (Council) in replying to 

correspoendence addressed to the Council - by listed persons or entities, or by their lawyers. In those cases where 

lawyers have written to the EEAS or the Council in representation of listed persons or entities, the data processing may 

include data concerning the lawyers or the law firm representing a listed person or entity. Data concerning the listed 

persons or entities may also include information on Court cases before an EU Court in relation to such persons and 

entities.  

 To reply to correspondence from third States or non-listed persons, with regard to listings with which they claim to 

have a link. 

 In cases where a person or entity writes to the EEAS claiming that a confusion of identity has occurred in relation to a 

listed person or entity or to point out that due to a similarity in identifying data such confusion may occur, the data of 

that person or entity may also be retained and processed in order to clarify the situation.  

 In the context of a review of the sanctions regimes, in particular where an update of such data would be required in 

order to ensure the data contained in the Council Decision reflect the current data available. In this case too, the data 

may be processed in order to prepare an amendment to a Council Decision and, where applicable, to a Council 

Regulation. 

 

3. DATA PROCESSED: What data do we process? 
 

The data, including personal data, which may be processed for that purpose are the following: 

 Name (first name/s/, middle name/s, last name/s, aliases) 

 Address/es 

 Date and place of birth 

 Nationality, passport and ID card numbers 

 Fiscal and social security numbers 

 Gender 

 Address or other information on whereabouts 

 Title/s, Function/s or profession/s 

 Names of the father and of the mother 

 Contact details (including telephone and fax numbers, email address, etc.) 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R1725
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R1725
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R1725


 (poss.) criminal records or proceedings being grounds for listing 

 Associated natural persons 

 other data to be included in the statement of reasons  

 Communication from and to the persons or entities lodging an action for annulment against the Council Decision or 

Regulation and Commission Implementing Regulation, contacting the EEAS or to whom a response is drafted by the Council 

with the assistance of the EEAS. 
 

Origin of some of the data can be: 

 the United Nations (in particular Security Council Resolutions as publicized on the UN website or notified by means of note 

verbale from the UN); 

 EU Member States; 

 EU institutions, in particular the Council or the Commission, or EU delegations; 

 authorities of Third States or other international stakeholders; 

 public sources 

 as well as, in the case of a complaint,_ natural persons claiming that a confusion of identity has occurred in relation to a listed 

person or entity or to point out that due to a similarity in identifying data such confusion may occur. 

 

4. DATA CONTROLLER: Who is entrusted with processing your data? 

The data controller determining the purpose and the means of the processing activity is the European External Action Service (EEAS).  

The  EEAS Division entrusted with managing the personal data processing under the supervision of the Head of Division is  

the following organisational entity: 

 

Sanctions Division – POL.1 
 

5. RECIPIENTS OF THE PERSONAL DATA: Who has access to your data? 
 

The recipients of your data may be 

 Dedicated staff of EEAS.POL.1 (Sanctions Division); 

 Dedicated staff in another EEAS Directorate concerned with a particular sanctions case; 

 Dedicated staff in another Union institution or body concerned with a particular sanctions case; 

 Dedicated staff in EU Delegation(s) concerned with a particular sanctions case; 

 Dedicated staff in the foreign service of third States, with which the EU is sharing information in the context of 

sanctions policies in pursuit of specific foreign and security policy objectives of the Union; 

 The Council, in the context of preparatory work on EU sanctions legal acts; 

 The Commission, in the context of preparatory work on EU sanctions legal acts. 

It is to be noted that after adoption of the legal acts by the Council, some data can be published in the Official Journal under the 

Council's responsibility. The data, as published in the Official Journal as part of published sanctions legal acts, will also be made 

available to the public by the Commission on the basis of a dedicated webpage managed by the Commission. 

In pursuit of specific foreign and security policy objectives of the Union, the EEAS may share personal data with dedicated staff 

in the foreign service of a third country  or with an international organisation. For example, where the EEAS is assessing 

information in relation to a listing or related documents as part of the review of the listing decision, it may, where appropriate, 

contact a specific third country with a view to checking the veracity of a document of an authority or court of that country or 

reviewing observations on an action of that third country. 

In case of international transfers, if there is no adequacy decision on the basis of article 45 of Regulation (EU) 2016/679 for that 

country by the European Commission and, appropriate safeguards are provided in accordance with Chapter V of Regulation (EU) 

2018/1725. The given information will not be communicated to third parties, except where necessary for the purposes outlined 

above. 

 

6. ACCESS, RECTIFICATION AND ERASURE OF DATA: What rights do you have? 
 

You have the right of access to your personal data and the right to correct your inaccurate or incomplete personal data, taking 

into account the purpose of the processing. The right of rectification can only apply to factual data processed.  

Any such request will be considered, decided on and communicated to the data subject within one month after the request has 

been received. That period may be extended by two further months where necessary. For more detailed legal references, you 

can find information in Articles 14 to 21, 23 and 24 of Regulation (EU) 2018/1725. In specific cases, restrictions under Article 25 

of Regulation (EU) 2018/1725may apply. 

It is to be noted that any possible proposal to modify the legal acts adopted by the Council requires a decision by the latter and 

is therefore under the Council's responsibility.  

The data subject/listed person should contact the data controller if he/she intends to exercise his/her rights under Regulation 

(EU) 2018/1725 and address any queries concerning the processing of his/her personal data to the data controller at the 

following functional mailbox: 

 

sanctions@eeas.europa.eu 
 



7. LEGAL BASIS: On what grounds do we collect your data? 
 

Lawfulness of the processing 

The processing of your personal data is necessary for the performance of a task carried out by the EEAS in the public interest 
[Article 5(1)(a) of Regulation (EU) 2018/1725]. The processing is also necessary to ensure compliance with legal obligations 
[Article 5(1)(b) of Regulation (EU) 2018/1725], pursuant to Article 29 and Article 30 (1) of the Treaty on European Union, 
together with Article 215(2) of the Treaty on the functioning of the European Union. 

Further references 

 Council Decision of 26 July 2010 establishing the organisation and functioning of the EEAS (2010/427/EU) – OJ L 201, 3/8/2010, 

p. 30. 

 In accordance with Article 25(1) of Regulation (EU) 2018/1725, restrictions of the application of Articles 14 to 21, 35 and 36, 
as well as Article 4 of Regulation (EU) 2018/1725 have been laid down in the Decision of the High Representative of the Union 
for Foreign Affairs and Security Policy of 1 October 2019 on internal rules concerning restrictions of certain rights of data 
subjects in relation to processing of personal data in the framework of the functioning of the European External Action 
Service. This Decision inter alia applies to the processing of personal data by the EEAS for procedures on restrictive measures 
(sanctions) in pursuit of specific foreign and security policy objectives of the Union. 

 Sanctions guidelines: https://data.consilium.europa.eu/doc/document/ST-5664-2018-INIT/en/pdf  

 EU Best Practices for the effective implementation of restrictive measures: 
https://data.consilium.europa.eu/doc/document/ST-8519-2018-INIT/en/pdf 

  
 

Storage period 
 

Personal data is kept for a maximum period of 5 years after the relevant legal act/s listing the natural person/data subject 

has/have been repealed by the Council or annulled by the General Court (provided there will be no appeal) or the Court of 

Justice. 

Furthermore, where necessary in view of any pending lawsuit concerning the natural person/data subject, the personal data shall 

be kept until not more than 5 years after the judgment on the pending case is final. 

 

 Personal data may be kept for information and historical, statistical or scientific purposes for a longer period of time 

including the publication on the EEAS/EU Delegation website and on the EEAS Intranet with appropriate safeguards in 

place. Archiving shall be proportionate to the aim pursued, respect the essence of the right to data protection and 

provide for suitable and specific measures to safeguard the fundamental rights and the interests of individuals. Reports 

and other material containing personal data are archived according to its archiving policy. 

 In case of an incident, event or enquiry by authorities, data subjects or other concerned individuals’ personal data will be 

preserved as long as the legal claims arising from the investigations expire or any follow-up action is due. This includes 

pending cases, appeals and court judgments to allow for the exhaustion of all appeal and other channels of legal 

remedies. In any case, personal data will not be kept longer than 5 years after the judgment on the pending case is final.  

 When appropriate, personal data contained in supporting documents should be deleted where possible, if that data is 

not necessary for audit, inspection or other control purposes. 

 

Security of data  

Appropriate organisational and technical measures are ensured according to Article 33 of Reg. (EU) 2018/1725. The collected 

personal data are stored on servers that abide by pertinent security rules. Data is processed by assigned staff members. Access 

to specific files requires authorisation. Measures are provided to prevent unauthorised entities from access, alteration, deletion, 

disclosure of data. General access to personal data is only possible to recipients with a UserID/Password. Physical copies of 

personal data are stored in a properly secured manner. When transferring the data to recipients described in point 5, the data is 

transferred on a secure device or in hard copy with appropriate security measures in place. 
 

9. EEAS DATA PROTECTION OFFICER: Any questions to the DPO? 
 

If you have enquiries you can also contact the EEAS Data Protection Officer at data-protection@eeas.europa.eu. 
 

10. RECOURSE 
 

You have, at any time, the right to have recourse to the European Data Protection Supervisor at edps@edps.europa.eu. 
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